
Appendix  

Review of  Internal Controls at Investment Managers 

 

Aviva Investors 

“Report on Internal Controls” for the period 1 October 2016 to 30 September 2017. 

Auditors: PricewaterhouseCoopers LLP 

Basis of Qualified Opinion (Page 14) 
As stated in the management statement by Aviva Investors in section B, evidence of the 
effective operation of controls to ensure that client portfolios are monitored for compliance 
with investment limits, guidelines and restrictions for the subset of rules subject to manual 
monitoring or self-certification could not be provided. We are therefore unable to conclude 
that the following control objectives were achieved for the period 1 October 2016 to 30 
September 2017: 
 

i. Section 1. Investment Management (Objective 1.5.1) - Client portfolios are 
managed in accordance with investment objectives, monitored for compliance with 
investment limits and restrictions and performance is measured 
ii. Section 2. Indirect Property Management (Objective 2.5.1) - Client portfolios are 
managed in accordance with investment objectives, monitored for compliance with 
investment guidelines and restrictions and performance is measured 
 

Opinion (Page 14) 

In the auditor’s opinion, in all material respects, except for the matters described in the 
Basis for Qualified Opinion paragraph: 

a) the description in sections D to G fairly presents the Service Organisation’s and the 
included Subservice Organisation’s investment management services for institutional 
clients and pooled funds and information technology as designed and implemented 
throughout the period from 1 October 2016 to 30 September 2017; 

b) the controls related to the control objectives stated in the description were suitably 
designed to provide reasonable assurance that the specified control objectives would 
be achieved if the described controls operated effectively throughout the period from 
1 October 2016 to 30 September 2017 and customers applied the complementary 
user entity controls referred to in the scope paragraph of this assurance report; and 

c)  the controls tested which, together with the complementary user entity controls 
referred to in the scope paragraph of this assurance report, if operating effectively, 
were those necessary to provide reasonable assurance that the control objectives 
stated in the description were achieved, operated effectively throughout the period 
from 1 October 2016 to 30 September 2017. 

Of the 228 controls tested by the auditor, 11 exceptions were identified. 

These exceptions and the management responses are included at the end of this appendix. 

 



 

BlackRock 

“Report on Controls at BlackRock Placed in Operation and Tests of Operating Effectiveness 
for Asset Management Services” for the period October 1, 2016 to September 30, 2017. 

Auditors: Deloitte and Touche LLP  

In the auditor’s opinion, in all material respects: 
 

a.) The description fairly presents the System that was designed and implemented 
throughout the period October 1, 2016 to September 30, 2017. 

b.) The controls related to the control objectives stated in the Description were suitably 
designed to provide reasonable assurance that the control objectives would be 
achieved if the controls operated effectively throughout the period October 1, 2016 to 
September 30, 2017, and subservice organizations and user entities applied the 
complementary controls assumed in the design of BlackRock’s controls throughout 
the period October 1, 2016 to September 30, 2017 

c.) The controls operated effectively to provide reasonable assurance that the control 
objectives stated in the Description were achieved, throughout the period October 1, 
2016 to September 30, 2017 if complementary subservice organization controls and 
complementary user entity controls assumed in the design of BlackRock Service 
Organization’s controls operated effectively throughout the period October 1, 2016 to 
September 30, 2017. 

  Of the 140 controls tested by the auditor, 4 exceptions were identified: 

1) Page 102 – Control P.1.2 – For the GLM job scheduler, a configuration change was 
made which resulted in the potential for unauthorized users to access the internal 
job scheduling tool. Upon identification, management updated the configuration to 
restrict access to authorized employees. In addition, inappropriate GLM processing 
occurring as a result of unauthorized changes would be identified through 
reconciliation controls tested at M.1.4, M.2.2, M.2.3, M.3.1 and M.3.2. 

Management Response: Management updated the GLM job scheduler 
configuration to restrict access to authorized employees. Additionally, management 
confirmed that unauthorized changes to batch job schedules would be identified as a 
result of Securities Lending operational control activities which rely upon batch 
processing in the GLM application 

2) Page 105 – Q.1.3 – For 2 of 71 individuals across transfers and terminations 
selected for testing, noted the transfer notification was not sent timely 

Management Response: Management has re-emphasized the importance of 
accurate notification for modification of access for transferred employees in 
accordance with policy. Additionally, management noted that one of the two late 
notifications identified was the result of a data feed error between the HR system of 
record and downstream corporate groups. Management performed a review and 
confirmed that this data feed issue was an isolated event, and has implemented an 
exception report to identify any similar issues that may occur in the future. 

3) Page 106 – Q.1.6 – For 2 of 45 transfers selected for testing, noted the user access 
was not updated on a timely basis per BlackRock policy. 



Management Response: Management has re-emphasized the importance of timely 
modification of access for transferred employees in accordance with policy.  

4) Page 107 – Q.1.10 – For 1 of 45 servers and databases selected for testing, D&T 
noted 7 of 234 users with administrative access whose access was no longer 
authorized. Upon investigation, noted these 7 users did not log in past the date 
where access was no longer authorized.  

Management Response: Management has confirmed that these 7 accounts had 
previously been deactivated, and access was reinstated due to a software bug with a 
disaster recovery failover process which was limited to one in-scope database. 
Exposure checks were performed to confirm that no activity was undertaken as part 
of reinstatement, and process improvements have been taken to avoid similar 
instances in the future. In addition, periodic recertifications are in place to ensure that 
database access is reviewed and updated according to policy; this issue arose in 
between recertifications. 

 

GMO 

“Report On GMO’s Description of its Advisory Services System and on the Suitability of the 
Design and Operating Effectiveness of Controls” for the period October 1, 2016 to 
September 30, 2017 

Auditors: PricewaterhouseCoopers LLP 

In the auditor’s opinion, in all material respects: 

a.) the description fairly presents the Advisory Services System that was designed and 
implemented throughout the period October 1 2016 to September 30 2017;  

b.) the controls related to the control objectives stated in the description were suitably 
designed to provide reasonable assurance that the control objectives would be 
achieved if the controls operated effectively throughout the period October 1 2016 to 
September 30 2017 and user entities applied the complementary controls assumed 
in the design of GMO’s controls throughout the period October 1 2016 to September 
30 2017; 

c.) the controls operated effectively to provide reasonable assurance that the control 
objectives stated in the description were achieved throughout the period October 1, 
2016 to September 30, 2017 if complementary user entity controls assumed in the 
design of GMO’s controls operated effectively throughout the period October 1, 2016 
to September 30, 2017. 

Of the 126 controls tested by the auditor, 0 exceptions were identified  

However, the following controls although ‘No exceptions’ noted, could not be tested 

Page 69 – Control 3j – Reason: During the period, there were no instances of 
updates to the purchase and redemption fee tables within GPRS; therefore the 
operating effectiveness of this control could not be tested. 

Page 100 – Control 12g – Reason: There were no GMO Australia Separately 
Managed Accounts during the period; therefore the operating effectiveness of this 
control activity could not be tested for GMO Australia Separately Managed Accounts. 



Page 101 – Control 12h – Reason: There were no GMO Australia Separately 
Managed Accounts during the period; therefore the operating effectiveness of this 
control activity could not be tested for GMO Australia Separately Managed Accounts. 

 

Oldfield Partners LLP 

“AAF 01/06 Assurance Report on Internal Controls” for the period 1 July 2016 to 30 June 
2017 

Auditors: Deloitte LLP 

In the auditor’s opinion, in all material respects: 

a.) the description on pages 11 to 42 fairly presents the control procedures of Oldfield 
Partners LLP’s investment management services that were designed and 
implemented throughout the period 1 July 2016 to 30 June 2017; 

b.) the controls related to the control objectives stated in the description on pages 11 to 
42 were suitably designed to provide reasonable assurance that the specified control 
objectives would be achieved if the described controls operated effectively 
throughout the period 1 July 2016 to 30 June 2017; and 

c.) the controls that we tested were operating with sufficient effectiveness to provide 
reasonable assurance, that the related control objectives stated in the description 
were achieved throughout the period 1 July 2016 to 30 June 2017.  

Of the 151 controls tested by the auditor, 1 exception and 1 Limitation of Testing was 
identified 

1) Page 35 – Control 7.2.7 – Passwords to access Eze OMS and Eze Compliance via 
Citrix (Gateway) did not expire between the period 10/09/2016 – 30/06/2017 due to 
the password expiry setting had been disabled as part of the data migration of the 
Eze server. 

2)  Page 36 – Control 7.2.9 – Limitation of Testing – The audit log for Third parties 
accessing OP’s server is retained only for 7 days. As such testing was limited to 7 
days in the audit period. 

 

Pantheon  

“Type II Report on Controls Placed in Operation Relating to Investment Advisory and 
Management Activities” for the period from 1 October, 2016 to 30 September, 2017 

Auditors: KPMG LLP 

In the auditor’s opinion, in all material respects: 

a.) the Description fairly presents the Investment Advisory and Management Activities 
system as designed and implemented throughout the period from 1 October 2016 to 
30 September 2017; 

b.) the controls related to the control objectives stated in the Description were suitably 
designed throughout the period from 1 October 2016 to 30 September 2017; and 



c.) the controls tested, which were those necessary to provide reasonable assurance 
that the control objectives stated in the Description were achieved, operated 
effectively throughout the period from 1 October 2016 to 30 September 2017. 

Of the 109 control objectives tested by the auditor, 0 exceptions and 1 Limitation of 
testing was identified: 

1) Page 55 – Control MF20 – Limitation of Scope: KPMG enquired of management 
whether any instance of an authorised signatory partner not being available occurred during 
the period and were informed that no instances had occurred. Since there were no 
instances, the operating effectiveness of the control could not be tested. 

 

 
Record Currency Management Ltd 

“Report on Internal Controls (AAF 01/06)” for the period 1 April, 2016 to 31 March, 2017. 

Auditors: Grant Thornton UK LLP 

The auditors confirmed that in all material aspects: 

a.) the accompanying report by the directors describes fairly the control procedures that 
relate to the control objectives referred to above which were in place as at 31 March 
2017; 

b.) the control procedures described on pages 11 to 71 were suitably designed such that 
there is reasonable, but not absolute,  assurance that the specified control objectives 
would have been achieved if the described control procedures were complied with 
satisfactorily, 

c.) the control procedures that were tested, as set out in the body of this report, were 
operating with sufficient effectiveness for us to obtain reasonable, but not absolute, 
assurance that the related control objectives were achieved in the period 1 April 2016 
to 31 March 2017.  

Of the 150 controls tested by the auditor, 0 exceptions were identified. 

 

Standard Life Investments 

“Internal Controls Report” for 1 October 2016 to 30 September 2017  

Auditors: KPMG LLP 

In the Auditor’s opinion, in all material respects: 

a.)  the description on pages 22 to 108 fairly presents the internal controls that were 
designed and implemented throughout the period from 1 October 2016 to 30 
September 2017; 
 

b.) the controls related to the control objectives stated in the description were suitably 
designed to provide reasonable assurance that the specified control objectives would 
be achieved if the described controls operated effectively throughout the period from 
1 October 2016 to 30 September 2017 and; 
 



c.) the controls that we tested were operating with sufficient effectiveness to provide 
reasonable assurance that the related control objectives stated in the description 
were achieved throughout the period from 1 October 2016 to 30 September 2017. 

 

Of the 282 controls tested by the auditor, 6 exceptions were identified: 

These exceptions and the management responses are included at the end of this appendix. 

 

State Street Global Advisors 

“SOC 1 – System and Organization Controls (SOC) for Service Organizations” July 1, 2016 
– June 30, 2017 

Auditors: Ernst & Young LLP 

In the auditor’s opinion, in all material respects: 

a.) the Description fairly presents the System that was designed and implemented 
throughout the period July 1, 2016 to June 30, 2017; 

b.) the controls related to the control objectives were suitably designed to provide 
reasonable assurance that the control objectives would be achieved if the controls 
operated effectively throughout the period July 1, 2016 to June 30,2017 and if State 
Street’s Information Technology and Global Security divisions and user entities 
applied the complementary controls assumed in the design of SSGA’s controls 
throughout the period July 1, 2016 to June 30, 2017;  

c.) the controls operated effectively to provide reasonable assurance that the control 
objectives were achieved throughout the period July 1, 2016 to June 30, 2017 if State 
Street’s Information Technology and Global Security divisions’ controls and 
complementary user entity controls assumed in the design of SSGA’s controls 
operated effectively throughout the period July 1, 2016 to June 30, 2017.  

Of the 157 controls tested by the auditor, 2 exceptions were identified: 

1) Section IV Page 21 Control 12.8 – For 1 of the 4 months selected for testing, 2 out 
of 19 variances reviewed did not have evidence of research and resolution. For 1 of 
the 4 months selected for testing (including 65 invoices with 1 variance), there was 
no evidence of secondary Finance Associate review. 

Management Response: Management acknowledges that for 2 out of the 19 
variances reviewed in the monthly reconciliation, evidence of research and resolution 
was not provided. In addition, for 1 of the 4 months selected, there was no evidence 
of secondary Finance review. Management further notes that the invoices were 
correct and approved (refer to control 12.7 for the approval control). Management 
has reinforced with appropriate personnel the requirement to document evidence of 
review. 

2) Section IV Page 22 Control 12.11 – For 8 out of 35 manually accrued fees selected 
for testing, the review by the Accounting Manager did not identify incorrect fee 
calculations. 

Management Response: Upon detailed review, management identified that: 



For 2 of 35 investment management fees selected for testing, the review did not 
identify incorrect invoice calculations regarding fee rate change in the middle of the 
calculation period. Management has subsequently implemented an enhanced 
checklist to document the secondary finance reviews of new fee schedules and 
amendments. Standardized fee schedule language and an exception review process 
for non-standard fee arrangements is currently being implemented to ensure 
accuracy for complex arrangements. 

For 6 of 35 management fee accruals, management did not identify incorrect fee 
accruals which resulted from inaccurate spreadsheet formulas. Management has 
also implemented enhanced spreadsheet controls including documentation of a 
secondary recalculation of new or revised accruals and checklist signoff by the 
accounting manager  

 

  



Aviva Investors (Page 94 – 97) 

 SECTION H: MANAGEMENT RESPONSES TO EXCEPTIONS NOTED 

 

  



 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

 
 
 
 



 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 
  



 



Standard Life (Page 109 – 113) 
The service Auditor’s tests have identified six exceptions. Responses from management in 
respect of exceptions noted by the Service Auditor in performing testing of Standard Life 
Investments Limited controls are presented below to provide additional information to users 
of this report. 

 



 

 



 

 



 
 

  



Table showing number of controls tested by each manager and the 
number of exceptions as reported to Committee in 2016, 2017 and 2018 
 
 

 


